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(Whitfield Diffie) (Martin Hellman) , 1976 (

, [3, 3 ], [4], [5, I ], [6] ).
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. 100 , , (

) , 3 , ,

. , A → D , B → E , . . . ,

W → Z , , X → A , Y → B , Z → C .
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. RSA , MIT ( ) ,

(Ronald L. Rivest), (Adi Shamir), (Leonald Adleman)

, 1977 , , ,

. 3

, RSA . ,



.

[Ronald L. Rivest, Adi Shamir, Leonald Adleman: A Method of Obtaining

Digital Signatures and Public-Key Cryptosystems, M. I. T. Laboratory for

Computer Science, Technical Memo 82, April 1977. Reprinted in Communi-

cations of the ACM 21, February 1978, pp. 120–126]

1.2 RSA ?

: n, e, d :

• p, q n = pq n

• ϕ(n) = (p − 1)(q − 1) e

• ed ≡ 1 (mod ϕ(n)) d

, ‘ϕ(n)’ , ‘ϕ(pq) = (p − 1)(q − 1)’
. , ‘ed ≡ 1 (mod ϕ(n))’ ϕ(n) e ed 1

. , .

, ,

:

• → §2.2

• ϕ(n) → §5.1

• ϕ(pq) = (p − 1)(q − 1) → §5.1

• → §2.1

• ≡, (mod ) → §3.1

• e → → → §2.3

• d → → §3.4

. n, e , d ( , p, q) .

n, e , d ( , p, q) .

, , , .

, . x

x < n

(x ≥ n , x

).

, :



: x

y ≡ xe (mod n), 0 ≤ y < n

y .

, 0 ≤ y < n , . y x

.

: y

z ≡ yd (mod n), 0 ≤ z < n

z .

, :

1.2.1 (RSA ).

x = z.

1.2.1 ‘ ’

. , RSA 1.2.1

. , :

• → §5.2

• RSA 1.2.1 →§6.1

2

2.1

. a, b , b �= 0 , , q

a = qb

, a b , , b a . , a b

, , b a . .

. 6 , −6,−3,−2,−1, 1, 2, 3, 6 , 12 . , 6 ,

. . . ,−18,−12,−6, 0, 6, 12, 18, . . . , . , 0 6 .



2.1.1 ( ). a b ,

a = qb+ r, 0 ≤ r < b (2.1.1)

q, r , , .

. 2.1.1 q , a b , , , r

.

. 204 85 ,

204 = 2× 85 + 34

, 2, 34 . , 85 204 ?

85 = 0× 204 + 85

, 0, 85 .

. a, b , a �= 0 b �= 0 ,

,

(a, b)

.

. 12 18 6 , (12, 18) = 6 . (18, 12) = 6

.

. a, b 1 , , (a, b) = 1 , a b

.

2.1.2. a, b, n , ab n , a n

, b n .

2.2

. n , ±1 ±n n , n .

n , n �= 1 n .

, , .

1 , .

. 2, 3, 5, 7, 11, 13, 17, 19, . . . .



2.2.1 ( ). n , . ,

. ,

, :

(1) p, q, r, . . . a, b, c, . . . , n

n = paqbrc · · · (2.2.1)

.

(2) (2.2.1) p, q, r, . . . , , a, b, c, . . . , n

.

. n , (2.2.1) n , p, q, r, . . . n

. , , p, q, r, . . . , a, b, c, . . .

.

2.2.2. m1, m2, . . . , mk , a

, a M = m1m2 · · ·mk .

2.3

,

. , ,

, . ,

, , ,

, . ,

, “ ( )” [2] .

2.3.1 ( ). a, b , :

( 1) a b r1 ;

( 2) b r1 r2 ;

( 3) r1 r2 r3 ;
...

, , ri−1 �= 0
( i) ri−2 ri−1 ri ;

, i 1 . , :

(1) , ri 0 .

(2) rn+1 = 0

(a, b) = rn

, rn a, b .



, , . ( i) ri−2 ri−1

qi ,

a = q1b+ r1, b > r1,

b = q2r1 + r2, r1 > r2,

r1 = q3r2 + r3, r2 > r3, (2.3.1)

r2 = q4r3 + r4, r3 > r4,
...

ri−2 = qiri−1 + ri, ri−1 > ri,
...

, ,

rn−1 = qn+1rn, rn+1 = 0.

, 0 rn , a b , .

, a < b . , ( 1) , 0, r1 = a

.

. 85, 204 . 2.3.1

85 = 0× 204 + 85
204 = 2× 85 + 34
85 = 2× 34 + 17
34 = 2× 17 + 0

,

(85, 204) = 17.

.

, ,

. , .

, ,

, , b+ 1 . ,

( , [1, p. 15] ):

2.3.2 ( ). a, b , a > b b 10

s . , a, b 2.3.1 ,

5s .

, a, b , .

, , ,

, . , a, b 10 10 ,



, , 50 ,

.

. 144, 89 . 2.3.1

144 = 1× 89 + 55
89 = 1× 55 + 34
55 = 1× 34 + 21
34 = 1× 21 + 13
21 = 1× 13 + 8
13 = 1× 8 + 5
8 = 1× 5 + 3
5 = 1× 3 + 2
3 = 1× 2 + 1
2 = 2× 1 + 0

, 1 , 144, 89 .

, , 10 . , 89

2 5 , 2.3.2

.

2.3.3. 1960, 103 .

3

3.1

. n a, b , a − b n , a b n

,

a ≡ b (mod n)

. , n , , , n

.

. 1− 4 = −3 = (−1) · 3 3 ,

1 ≡ 4 (mod 3)

, 4− (−5) = 9 = 3 · 3 3 ,

4 ≡ −5 (mod 3)

. , (mod 3) ,

1 ≡ 4, 4 ≡ −5 (mod 3)



.

1 ≡ 4 ≡ −5 (mod 3)

.

“=” , ,

.

.

x ≡ 3 (mod 5), 14 ≤ x ≤ 19

x . x ≡ 3 (mod 5) , x − 3 5 ,

,

x = 3 + 5k, k ∈Z

. ,

14 ≤ 3 + 5k ≤ 19

k . k = 3 , x = 18 .

3.1.1. . 1 , 5 . 200

, ? ( : 1 12 )

3.1.2. 1 3 , 1 ? ( : 1 31

)

3.2

3.2.1 ( ). n a, a′, b, b′ , a ≡ a′, b ≡ b′ (mod n)

, :

a+ b ≡ a′ + b′ (mod n)

a − b ≡ a′ − b′ (mod n)

ab ≡ a′b′ (mod n)

. , a − a′, b − b′ n . , , ,

.

(a+ b)− (a′ + b′) = (a− a′) + (b− b′)

(a − b)− (a′ − b′) = (a − a′)− (b − b′)

ab − a′b′ = (a− a′)b+ a′(b− b′)



n . , .

, , ,

, , , .

.

5 + x ≡ 1 (mod 9), 0 ≤ x ≤ 9

x . , , 5 ≡ 5 (mod 9)
, 3.2.1 ,

5 + x − 5 ≡ 1− 5 (mod 9)

.

x ≡ −4 ≡ 5 (mod 9)

, 0 ≤ x ≤ 9 , x = 5 .

3.2.2. x :

x+ 2 ≡ 6 (mod 9), 0 ≤ x ≤ 9.

3.2.1 :

3.2.3 ( ). n a, a′ a ≡ a′ (mod n) ,

m :

am ≡ a′m (mod n).

, , ,

.

. 291000 7 . 291000 7

, . 29 = 4×7+1 ,

29 ≡ 1 (mod 7)

. , 1000 3.2.3

291000 ≡ 11000 = 1 (mod 7)

. 1 .

, n 1 a ,

n 1 .

3.2.4. 1010000 13 ? ( : 1001 = 7× 11× 13)



3.3

,

? .

, a b “ ” a ≡ qb (mod n) .

2.1.1 , “ ” q , a, b (n )

?

, c �≡ 0 (mod n) c , a, b

ac ≡ bc (mod n)⇒ a ≡ b (mod n) (3.3.1)

? , ?

14− 8 = 6 6 , 14 ≡ 8 (mod 6) . ,

7× 2 ≡ 4× 2 (mod 6)

. 2 6 2 �≡ 0 (mod 6) . , 2

,

7 ≡ 4 (mod 6)

?

, 7− 4 = 3 6 , .

, ,

ac = bc c �= 0⇒ (a − b)c = 0 c �= 0
⇒ a − b = 0

⇒ a = b

, , .

, ⇒ ,

xy = 0⇒ x = 0 y = 0

. , . ,

(7− 4)× 2 = 3× 2 = 6 ≡ 0 (mod 6)

, 7− 4 = 3 �≡ 0 (mod 6) , 2 �≡ 0 (mod 6) .

0 ,

0 ≡ 2× 3 (mod 6)

“ ” .

, , ,

, . , :



3.3.1 ( ). n a, b, c , (c, n) = 1 :

ac ≡ bc (mod n)⇒ a ≡ b (mod n)

, c , c �= 0 ,

(c, n) = 1 , c �≡ 0 (mod n)

.

. , ac − bc = (a− b)c n . 2.1.2 , (c, n) = 1

a − b n . , a ≡ b (mod n) .

3.4

. n a, b , x

ax ≡ b, a �≡ 0 (mod n) (3.4.1)

. (3.4.1) . ,

.

3.4.1 ( ). (3.4.1) , d = (a, n) ,

:

(1) :

(a) (3.4.1) ;

(b) b d .

(2) d = 1 , (3.4.1) , n .

x , x (3.4.1) , y , x, y

ax+ ny = b (3.4.2)

. (3.4.2) ,

.

. (1) (a)⇒ (b) (3.4.1) x , y

ax+ ny = b

. a, n d , b d .



(a)⇐ (b) ,

ax ≡ d (mod n) (3.4.3)

. ,

ax+ ny = d (3.4.4)

x, y .

, a > 0 . a, n 2.3.1

,

rm = d, rm+1 = 0

. rm−2 = qmrm−1 + rm ,

d = rm−2 − qmrm−1

. , rm−1

rm−1 = rm−3 − qm−1rm−2

,

d = rm−2 − qmrm−1

= rm−2 − qm(rm−3 − qm−1rm−2)

= −qmrm−3 + (1 + qmqm−1)rm−2

. , rm−2

rm−2 = rm−4 − qm−2rm−3

,

d = −qmrm−3 + (1 + qmqm−1)rm−2

= −qmrm−3 + (1 + qmqm−1)(rm−4 − qm−2rm−3)

= (1 + qmqm−1)rm−4 − (qm + (1 + qmqm−1)qm−2)rm−3

. r−1 = a, r0 = n , i = 0, 1, . . . , m − 1

ri+1 = ri−1 − qi+1ri

, ( ,

), i = 0, 1, . . . , m − 1 , d ci−1, ci ,

d = ci−1ri−1 + ciri

. , , i = 0 ,

ac−1 + nc0 = d



,

x = c−1, y = c0

(3.4.4) .

a < 0 , (3.4.4)

(−a)x+ by = d (3.4.5)

, . (3.4.5) x = c−1, y = c0

,

x = −c−1, y = c0

(3.4.4) .

, (3.4.3) . x = x0

.

ax0 ≡ d (mod n)

. b′ = b/d , b′

a(b′x0) ≡ b′d = b (mod n)

, x = b′x0 (3.4.1) .

(2) x = x1, x2 (3.4.1) ,

ax1 ≡ b ≡ ax2 (mod n)

. (a, n) = d = 1 , 3.3.1

x1 ≡ x2 (mod n)

.

( 1):

ax ≡ b (mod n) (3.4.1)

:

(1) 2.3.1 d = (a, n) .

(2) b d .

(a) b d , .

(b) b d , b′ = b/d . ,

i.

ax0 ≡ d (mod n) (3.4.3)

x0 , (1) 2.3.1

.

ii. (3.4.3) b′ , (3.4.1) . ,

x = b′x0 (3.4.1) .



. ,

85x ≡ 34 (mod 204) (3.4.6)

.

(1) 2.3.1 d = (85, 204) = 17 .

(2) b = 34 d = 17 . b′ = 34/17 = 2 .

(b-i)

85x0 ≡ 17 (mod 204) (3.4.7)

x0 . 2.3.1 , 204 = 2×85+34,
85 = 2× 34 + 17 , 85× 5− 2× 204 = 17 ,

85× 5 ≡ 17 (mod 204)

. , x0 = 5 (3.4.7) .

(b-ii) x0 = 5 b′ = 2 (3.4.6) , x = 2× 5 = 10 .

(3.4.1) , a n ,

2.3.1 , .

.

.

7x ≡ 1 (mod 18) (3.4.8)

. 2.3.1 (7, 18) = 1 , 3.4.1

. 2.3.1

18 = 2× 7 + 4
7 = 1× 4 + 3
4 = 1× 3 + 1

, (3.4.8) x 1 .

, 18 = 2× 7 + 4 ,

18x ≡ 0 (mod 18)

(3.4.8) 2 :

14x ≡ 2 (mod 18)

,

4x ≡ −2 (mod 18) (3.4.9)

. , 7 = 1× 4 + 3 , (3.4.8) (3.4.9) 1 ,

3x ≡ 3 (mod 18) (3.4.10)

.



, 3 ,

x ≡ 1 (mod 18)

, x = 1 (3.4.8) .

(3, 18) = 3 �= 1 ,

. . ,

:

4 = 1× 3 + 1 , (3.4.9) (3.4.10) 1 ,

x ≡ −5 ≡ 13 (mod 18)

. , , x ≡ 13 (mod 18)
, , .

, , 3.2.1 .

, :

( 2):

ax ≡ b (mod n) (3.4.1)

, (a, n) = 1 , :

(1) ,

nx ≡ 0 (mod n) (3.4.11)

.

(2) (3.4.1) x a (3.4.11) x n ,

2.3.1 , x 1 .

(3) (2)

x ≡ x0 (mod n)

, (3.4.1) n , x = x0 .

3.4.2. :

103x ≡ 3 (mod 1960). (3.4.12)

3.4.3. :

(1) 17x ≡ 1 (mod 24)

(2) 13x ≡ 2 (mod 36)



3.4.4. 1999 , 350cc ,

7 , 1 .

25 , ? ( : , 1

24 )

4 RSA , II

4.1

. . p = 2, q = 17 , n = 2× 17 = 34 .

5.1.1

ϕ(n) = (2− 1)(17− 1) = 16 = 24

, 24 e e = 3 . n = 34, e = 3

. ,

(n, e) = (34, 3)

.

, d . e = 3, ϕ(n) = 16 ,

3d ≡ 1 (mod 16) (4.1.1)

d . , 2 (p. 17) , (4.1.1)

. 16 3 2.3.1 ,

,

16d ≡ 0 (mod 16)

(4.1.1) 5 , 15d ≡ 5 (mod 16) . ,

d ≡ −5 ≡ 11 (mod 16)

. , ,

d = 11

.

, 0 ≤ x < n = 34 ,

x = 26

.

xe = 263 ≡ (−8)3 = (−8)2 · (−8) ≡ (−4) · (−8) ≡ 32 (mod 34)

y = 32



.

, .

yd = 3211 ≡ (−2)11 = ((−2)5)2 · (−2) ≡ 22 · (−2) = −8 ≡ 26 (mod 34)

, x = 26 .

. p = 3, q = 13 , n = 3× 13 = 39 .

5.1.1

ϕ(n) = (3− 1)(13− 1) = 24 = 23 · 3
, 23 · 3 e e = 5 . ,

(n, e) = (39, 5)

. , . e = 5, ϕ(n) = 24 ,

5d ≡ 1 (mod 24) (4.1.2)

d . (4.1.2) . , 2 (p. 17)

, 24 5 2.3.1 , (4.1.2)

5 , 25d ≡ 5 (mod 24) ,

24d ≡ 0 (mod 24)

( , “ ”

). ,

d ≡ 5 (mod 24)

, ,

d = 5

.

, 0 ≤ x < n = 39 ,

x = 37

.

xe = 375 ≡ (−2)5 = −32 ≡ 7 (mod 39)

y = 7

.

, .

yd = 75 = (72)2 · 7 ≡ 102 · 7 = 10 · 70 ≡ 10 · (−8) ≡ −2 ≡ 37 (mod 39)

, x = 37 .

4.1.1. (n, e) y . , (n, e)

d , y , x .

(1) (n, e) = (38, 5), y = 2.

(2) (n, e) = (33, 3), y = 28.



4.2 ·
. , ,

, :

\ 0 1 2 3 4 5 6 7 8 9

1 ! " # $ % & ’ ( )

2 * + , - . / 0 1 2 3

3 4 5 6 7 8 9 : ; < =

4 > ? @ A B C D E F G

5 H I J K L M N O P Q

6 R S T U V W X Y Z [

7 U ] z 8 a b c d e

8 f g h i j k l m n o

9 p q r s t u v w x y

, , , . , , a 75,

H 50 . z 72 . , z ,

22 . ,

, (

, , [8, p. 375] ).

.

Mathematics

. , , ,

M a t h e m a t i c s
↓ ↓ ↓ ↓ ↓ ↓ ↓ ↓ ↓ ↓ ↓
55 75 94 82 79 87 75 94 83 77 93

. 2

x = 5575948279877594837793

. ,

n =1427247692705959880439315947500961989719490561

e =1999

, x . , n 4

,

n = 14 2724 7692 7059 5988 0439

3159 4750 0961 9897 1949 0561

. ,

y ≡ xe (mod n), 0 ≤ y < n



y . , ,

y = 55759482798775948377931999

≡ 1216591158018959648921700773247879572399709996
(mod 1427247692705959880439315947500961989719490561)

,

y = 12 1659 1158 0189 5964 8921

7007 7324 7879 5723 9970 9996

x .

, , n, e , d

. n, e y ? ,

n ? ,

. , .

4.2.1. (n, e)

y = 5 7156 3177 5305 5926 2523

2821 4836 3898 3159 3244 0640

, x . , , . (Hint:

, n )

. (145, 75) y = 7 . ,

. , n = 145 = 5 ·29 , ϕ(n) = (5−1)(29−1) = 112
. 75d ≡ 1 (mod 112) , d = 3 .

x ≡ y3 = 73 = 343 ≡ 53 (mod 145)

, , K .

4.2.2. (n, e) y , . ,

(n, e) d , y , x

, . (Hint: )

(1) (n, e) = (111, 29), y = 61.

(2) (n, e) = (319, 187), y = 10.

4.2.3. , 4 .

,

(y1, y2, y3, y4) = (99, 348, 410, 60)

, ,

,

(n, e) = (493, 299)

. . ,



(1) (n, e) = (493, 299) d .

(2) y1, . . . , y4 , x1, . . . , x4 . (Hint:

)

(3) x1, . . . , x4 , , 4

.

(4) .

5

5.1

. n , {1, 2, 3, . . . , n} n

ϕ(n)

. ϕ .

. ϕ(1) = 1 . , 1 1 .

. ϕ(12) . , 12 , 12

. , 12 2, 3 , ,

{1, 2, 3, . . . , 12}
{2, 3, 4, 6, 8, 9, 10, 12}

8 . , {1, 2, 3, . . . , 12} 12 , ϕ(12) =

12− 8 = 4 .

. p , ϕ(p) = p − 1 . {1, 2, 3, . . . , p} p

, 1, 2, . . . , p − 1 p − 1 .

. ϕ(60) .

60 = 22 × 3× 5

, , 2, 3, 5 3 . {1, 2, . . . , 60} ,

. , 2, 3, 5 , ,

60

2
= 30,

60

3
= 20,

60

5
= 12

. , . 3× 5, 2× 5, 2× 3 ,

,
60

3 · 5 = 4,
60

2 · 5 = 6,
60

2 · 3 = 10



, , 2× 3× 5
60

2 · 3 · 5 = 2

. , , ,

ϕ(60) = 60− 30− 20− 12 + 4 + 6 + 10− 2 = 16

. , “ ” , :

ϕ(60) = 60− 60
2

− 60
3

− 60
5
+
60

3 · 5 +
60

2 · 5 +
60

2 · 3 −
60

2 · 3 · 5
= 60

(
1− 1

2
− 1
3
− 1
5
+

1

3 · 5 +
1

2 · 5 +
1

2 · 3 −
1

2 · 3 · 5

)

= 60

(
1− 1

2

)(
1− 1

3

)(
1− 1

5

)

= 16

, ( , [10]

):

5.1.1 ( ). n

n = paqbrc · · ·

, :

ϕ(n) = n

(
1− 1

p

)(
1− 1

q

)(
1− 1

r

)
· · · .

5.1.2. ϕ(36), ϕ(42), ϕ(90) .

5.2

RSA .

5.2.1. p 0 < r < p r :

p!

r!(p − r)!
≡ 0 (mod p)

. p , p

. , r!(p − r)! p ,

p , p .



. p = 7, r = 3 ,

7!

3!(7− 3)! =
7 · 6 · 5 · 4 · 3 · 2 · 1
3 · 2 · 1 · 4 · 3 · 2 · 1 = 7 · 5 ≡ 0 (mod 7)

. , p = 7

.

5.2.2. p a, b :

(a+ b)p ≡ ap + bp (mod p).

. 5.2.1 ,

(a+ b)p =

p∑
r=0

p!

r!(p − r)!
arbp−r ≡ ap + bp (mod p)

.

:

5.2.3 ( ). p a

ap ≡ a (mod p). (5.2.1)

, :

(a, p) = 1⇒ ap−1 ≡ 1 (mod p). (5.2.2)

. a > 0 , (5.2.1) a . ,

1p = 1

. , 5.2.2

(a+ 1)p ≡ ap + 1p ≡ a+ 1 (mod p)

. a > 0 (5.2.1) .

a < 0 , −a > 0

(−1)pap = (−a)p ≡ −a (mod p)

. , p = 2 −1 ≡ 1 (mod 2) , p

(−1)p = −1 , , (5.2.1) . a = 0

(5.2.1) .



, (5.2.2) , 3.3.1 (5.2.1) a

.

. 10100 17 . 17

5.2.3 , (10, 17) = 1

1016 ≡ 1 (mod 17)

. 100 16 100 = 6× 16 + 4 ,

10100 = (1016)6 · 104 ≡ 104 (mod 17)

102 = 6× 17 , 100 ≡ −2 (mod 17) ,

104 ≡ (−2)2 = 4 (mod 17)

, 4 .

5.2.4. 3100 + 4100 7 .

5.2.5. 270 + 370 13 .

5.2.6. 3950! 2251 . ( : 2251 )

, , RSA :

5.2.7. n, t , n , ,

2 , :

(1) n p

t ≡ 1 (mod p − 1)

, a :

at ≡ a (mod n).

(2) a :

t ≡ 1 (mod ϕ(n))⇒ at ≡ a (mod n).

. (1) n , 2.2.2 , n p

at ≡ a (mod p)



. , t , k ≥ 0 k

t = k(p − 1) + 1

. , n p

a · (ap−1)k ≡ a (mod p) (5.2.3)

.

a p , 5.2.3 ap−1 ≡ 1 (mod p)

, k a (5.2.3) . a p

, a ≡ 0 (mod p) , (5.2.3) . ,

(5.2.3) .

(2) (1) . t ≡ 1 (mod ϕ(n)) , t − 1 ϕ(n)

, , n p , 5.1.1 ϕ(n) p − 1
. , t − 1 p − 1 , t (1)

.

. a ,

a7 ≡ a (mod 42)

. , n = 42, t = 7 5.2.7 .

, n = 42 = 2 · 3 · 7 , , 2, 3, 7 , t − 1 = 6
2− 1 = 1, 3− 1 = 2, 7− 1 = 6 .

5.2.8. 197157 35 .

RSA , , 5.2.3 ,

:

5.2.9 ( ). n a :

(a, n) = 1⇒ aϕ(n) ≡ 1 (mod n).

. 7100 12 . (7, 12) = 1

5.2.9 . , ϕ(12) = 4 ,

74 ≡ 1 (mod 12)

,

7100 = (74)25 ≡ 1 (mod 12)

, 1 .

5.2.10. 13100 16 .



6 RSA , III

6.1

1.2.1 .

. y ≡ xe (mod n) d ,

yd ≡ xed (mod n)

. ed ≡ 1 (mod ϕ(n)) , 5.2.7

xed ≡ x (mod n)

. ,

z ≡ yd ≡ xed ≡ x (mod n)

. 0 < x < n 0 ≤ z < n x = z .

6.2

RSA , (n, e), d , x n e

, y n d

, , ? .

, ? , y n, e , y

x ?

, d y x , ,

n = pq d . , y x

d , ϕ(n) , ,

n = pq . , y x ,

n n = pq , ,

. , n ,

, , .

, . ,

,

. , 10 300 , ,

( ) ,

, , . , ,

n y x , .

. 100 n ,

. ,
√

n = 1050 .

1010 , 1050/1010 = 1040 . 1

3.15 · 107 , 1032 . ,

, 2 · 1010 .



, , .

, n . , n

p, q , p, q

.

, , . , , ,

, .

, n p, q . , RSA ,

, ,

.

, 2.3.1 , e .

, n , , d ,

.

. 10 4933 , F14 = 2
214
+ 1 ,

, , 2004 9 , .

6.3 ?

RSA , n = pq , p, q n , n

p, q , , ,

, . ,

, ( ) , ,

, RSA , . ,

, RSA n ,

. , , d y x

, , n = pq d

.

6.3.1. (n, e) , d y

x .

6.3.2. (n, e) , n = pq

d .

, n = pq , ϕ(n)

, . 5.1.1 , n n = pq

, ϕ(n) = (p − 1)(q − 1) , ϕ(n) . ,

ϕ(n) = (p − 1)(q − 1) = n+ 1− (p+ q), (p + q)2 − 4n = (p − q)2

,

p + q = n+ 1− ϕ(n)

p − q = ±
√
(n+ 1− ϕ(n))2 − 4n



( p, q ). , p, q , p, q n, ϕ(n)

, ϕ(n) n , p, q .

6.3.3. .

6.4

e , , e = 216 + 1 = 65537

.

n p, q , , p±1 q±1
. p − 1, p + 1

p , p − 1 ,

, p + 1 . ,

, |p − q| .

, n , , , ,

, 1980 n 150 (2

512 ) , , 300 (2 1024 )

( , [3, §4.2], [6, §7.3] ).

6.5

, RSA , n

, RSA , ,

. , RSA Security RSA [7] ,

. , RSA Factoring

Challenge . ,

, , 2 , RSA-140, RSA-155, . . . ,

. , ,

. RSA

http://www.rsasecurity.com/rsalabs/

, → Challenges → The New RSA Factoring Challenge ,

. 2004 11 , RSA-140, RSA-155, RSA-160, RSA-576

, RSA-640 , 2 .

, ,

RSA-640 = 3 1074 1824 0490 0437 2135 0750 0358 8856

7930 0373 4602 2842 7275 4572 0161 9488

2320 6440 5180 8150 4556 3468 2967 1723

2867 8243 7916 2728 3803 3415 4710 7310

8501 9195 4852 9007 3377 2482 2783 5257

4238 6454 0146 9173 6602 4776 5234 6609



, 10 193 . , RSA-704 3 , RSA-768 5

, ... , RSA-2048 , 20 .

,

.

6.5.1. RSA-640 .

[1] : , (1992)

[2] (I. L. Heiberg ; , , , ):

, (1971)

[3] N. Koblitz ( ): ,

(1997)

[4] A. Menezes, P. van Oorschot, S. Vanstone: Handbook of Applied Cryptography, CRC

Press (1996)

http://cacr.math.uwaterloo.ca/hac/

[5] , , : ,

(1995)

[6] , : , (1997)

[7] RSA Laboratories, RSA Security, Inc.

http://www.rsa.com/rsalabs/

[8] S. Wagon ( ): Mathematica , (1992)

[9] S. C. ( ): ,

(2001)

[10] : — —, (2000)



2.3.3. 2.3.1

1960 = 19 × 103 + 3
103 = 34 × 3 + 1

3 = 3 × 1 + 0

, 1 . ,
1960, 103 .

3.1.1. x .
,

x ≡ 5 (mod 12), x < 200

. x = 5 + 12k (k ∈ Z) ,

5 + 12k < 200

k . k = 16
, x = 197 . , 197

.

3.1.2. 1 x .
,

x ≡ 3 (mod 7), x ≤ 31

. x = 3 + 7k (k ∈ Z) ,

3 + 7k ≤ 31

k . k = 4
, x = 31 . , 31

.

3.2.2. ,
, 2 ≡ 2 (mod 9) ,

3.2.1 ,

x − 2 + 2 ≡ 6 − 2 (mod 9)

.

x ≡ 4 (mod 9)

, 0 ≤ x ≤ 9 , x = 4
.

3.2.4. 1001 = 7 × 11 × 13 103 ≡ −1
(mod 13) . 10000 = 3333×3+1

1010000 = (103)3333 · 10 ≡ (−1)3333 · 10

= −10 ≡ 3 (mod 13)

, 3 .

3.4.2. (103, 1960) = 1 ,
2.3.1

, ( 2)
, (3.4.12) .

(1)

1960x ≡ 0 (mod 1960) (6.5.1)

.
(2) 103 1960 ,
2.3.1 . , 103 = 0×1960+103

, , 103 1960
. , 1960 = 19 × 103 + 3

, (6.5.1) (3.4.12) 19 :

19 · 103x ≡ 19 · 3 (mod 1960)

,

3x ≡ −19 · 3 (mod 1960) (6.5.2)

. , 103 = 34 × 3 + 1 ,
(3.4.12) (6.5.2) 34 :

34 · 3x ≡ −34 · 19 · 3 (mod 1960)

,

x ≡ 3 + 34 · 19 · 3 (mod 1960)

,

x ≡ 1941 (mod 1960)

.
(3) (103, 1960) = 1 , 3.4.1
(3.4.12) , 1960

, x = 1941 .

3.4.3. 3.4.2 : (1)
x ≡ 17 (mod 24); (2) x ≡ 14 (mod 36)

3.4.4. x , 7x + 1 ≡ 0
(mod 24) ,

7x ≡ −1 (mod 24) (6.5.3)

. 7 24 7
, (7, 24) = 1 . (6.5.3) 7

24x ≡ 0 (mod 24) (6.5.4)



24 2.3.1
. , 24 = 3× 7+ 3 , (6.5.4)

(6.5.3) 3 ,

3x ≡ 3 (mod 24) (6.5.5)

( , 3 .
(3, 24) = 3 �= 1 ,

).
, 7 = 2×3+1 , (6.5.3) (6.5.5)

2 ,

x ≡ −7 (mod 24)

,

x = −7 + 24k, k ∈ Z

. 0 ≤ x ≤ 25 , x ≡ −7 ≡ 17
(mod 24) 17 .

, 17 .

4.1.1. (1) n = 38 = 2 × 19
ϕ(n) = (2 − 1)(19 − 1) = 18 , e = 5

, d

5d ≡ 1 (mod 18) (6.5.6)

. ,

18d ≡ 0 (mod 18)

(6.5.6) 3 , 15d ≡ 3 (mod 18)
,

3d ≡ −3 (mod 18) (6.5.7)

. , 3
d ≡ −1 (mod 18) ,

. (3, 18) = 3 �= 1 ,

( , §3.3 ).
, d = −1 (6.5.6) .

:
2.3.1 , (6.5.6) (6.5.7)

,
2d ≡ 4 (mod 18)

( 2 ).
, (6.5.7) ,

d ≡ −7 ≡ 11 (mod 18)

.

d = 11

. , ,

x ≡ yd = 211 (mod 38), 0 ≤ x < 38

. , ,

211 = (25)2 · 2 ≡ (−6)2 · 2
≡ (−2) · 2 = −4 ≡ 34 (mod 38)

, x = 34 .
(2) n = 33 = 3× 11 ϕ(n) =

(3 − 1)(11 − 1) = 20 , e = 3 ,
d

3d ≡ 1 (mod 20)

. 7
,

20d ≡ 0 (mod 20)

,

d ≡ 7 (mod 20)

, d = 11
. , ,

x ≡ yd = 287 (mod 33), 0 ≤ x < 33

. , , 282 ≡ (−5)2 =
25 ≡ −8 (mod 33) , 284 ≡ (−8)2 =
64 ≡ −2 (mod 33) ,

287 = 284 · 282 · 281 ≡ (−8)(−2)(−5)
= −80 ≡ 19 (mod 33)

, x = 19 .

4.2.1. kaji@waseda.jp
.

4.2.2. (1) n = 3 · 37 , ϕ(n) =
(3−1)(37−1) = 72 . 29d ≡ 1 (mod 72)

, d = 5 .

x ≡ yd = 615 ≡ 76 (mod 111)

, , b .
(2) n = 11 · 29 , ϕ(n) = (11 −

1)(29− 1) = 280 . 187d ≡ 1 (mod 280)
, d = 3 .

x ≡ yd = 103 ≡ 43 (mod 319)

, , A .



4.2.3. n = 493 = 17 · 29 ,
, ϕ(n) = (17 − 1)(29 − 1) = 16 · 28 = 448

. e = 299 299d ≡ 1 (mod 448)
, d = 3 . 493

ye
1 = 993 ≡ 75, ye

2 = 3483 ≡ 87,

ye
3 = 4103 ≡ 93, ye

4 = 603 ≡ 66

,

(x1, x2, x3, x4) = (75, 87, 93, 66)

, , 4 ,

a , m , s , X

. , ?

5.1.2. 36 = 22 × 32, 42 = 2 × 3 × 7, 90 =
2 × 32 × 5 :

ϕ(36) = 36
(

1 − 1
2

) (
1 − 1

3

)
= 12

ϕ(42) = 42
(

1 − 1
2

) (
1 − 1

3

) (
1 − 1

7

)
= 12

ϕ(90) = 90
(

1 − 1
2

) (
1 − 1

3

) (
1 − 1

5

)
= 24

5.2.4. 7
5.2.3 , (3, 7) = (4, 7) = 1

36 ≡ 46 ≡ 1 (mod 7)

. 100 = 16×6 +4 , 7

3100 = (36)16 · 34 ≡ 34 = (32)2 = 92 ≡ 22 = 4
4100 ≡ (−3)100 = 3100 ≡ 4

,

3100 + 4100 ≡ 4 + 4 = 8 ≡ 1 (mod 7)

, 1 .

5.2.5. .
5.2.3 , 26 ≡ −1

(mod 13), 33 ≡ 1 (mod 13) .

270 ≡ 24 ≡ −3, 370 ≡ 3 (mod 13)

, 270 + 370 ≡ 0 (mod 13) .
, 0, , 270 + 370 13

.

5.2.6. 2251
5.2.3 , (2251, 39) = 1

392250 ≡ 1 (mod 2251)

. , , 2250 = 2 · 32 · 53 =
9 ·10 ·25 , 50 9, 10, 25

, 2250 50! .
, 3950! ≡ 1 (mod 2251), , 1

.

5.2.8. n = 35 = 5 · 7 ,
t = 157 t − 1 = 156 5 − 1 = 4,
7 − 1 = 6 , 5.2.7 ,

197157 ≡ 197 (mod 35)

. , 197 =
5 × 35 + 22 , 22 .

5.2.10. (13, 16) = 1
5.2.9 . , ϕ(16) =

8 ,
138 ≡ 1 (mod 16)

, 100 = 12 × 8 + 4 , 16

13100 = (138)12 · 134 ≡ 134 ≡ (−3)4 = 81 ≡ 1

, 1 .

6.3.1. kaji@waseda.jp
.

6.3.2. kaji@waseda.jp
.

6.3.3. kaji@waseda.jp
.

6.5.1. RSA
[7] , → Challenges → The New

RSA Factoring Challenge → The RSA Fac-
toring Challenge FAQ , “How do I sub-
mit a completed factorization?”

.


